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Abstract

The aim of this paper is to introduce the problemncerning the threat to the data for the
purposes of development and maintenance of instiait digital repositories. The paper

points out to potential sources and targets ofathaad security options. Therefore the goal is
to raise awareness of stakeholders regarding tteatdming situation. This is achieved by
illustrative examples of threats that can be entred in real situations and in particular by
references to more sources of information concertiie topic.
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1. DEFINITION OF TERMSAND TOPIC

The importance of documents is well known from fiory, however such documents can
only be used if collected, organised, managed acdsaed in a proper way. This has been
long and much pressing matter for people. The dgweént of information and
communication technologies has caused that thesacte the information recorded in
documents is more and more often seen as self-ohv8ometimes almost as a fundamental
human right. Naturally, this is a simplification, and the athat can easily be questioned, but
it is not the aim of this paper. Therefore it wosldfice to say that more and more pressure is
being put by the public to make documents that weeated, at least partially using public
funds, also accessible to the public. Moreovem#ke the work more effective, in particular
in large companies, it is necessary to make adaestsie required documents regardless the
geographical distance from the location where tbeuthents are stored. All of this is
reflected in the increasing number of institutioregdositories.

Before we can address the very topic of this papamuld be convenient to outline its scope
and define the basic term for exact interpretatibits content.

! FRANK, La Rue. United Nations : Human Rights [or]. 16 May 2011 [cit. 2011-09-15]. Report of the
Special Rapporteur on the promotion and proteatiatihe right to freedom of opinion and expressierank La
Rue. available z WWW:

<http://www?2.ohchr.org/english/bodies/hrcouncikdil 7session/A.HRC.17.27_en.pdf>.
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As it is clear from the title, this paper does detl exclusively with grey literature, as much
as it is a main topic of the workshop, where it baen placed. The topic has been extended
for a simple reason. The literature itself is pevbétic, especially in the copyright area, which
can be evidenced and sufficiently described by afecused on the grey literature in the
legislation context. The major problems does netha necessarily come into the light when
the law is breached by the administrator or ther wdedocuments, but also when the
documents are stored, processed and searchedhitrdditional and digital repositories. Thus
the attention will be paid mainly to digital institonal repositories, particularly the ones in
the field of science and research. Then integra glthis system is both grey and white
literature.

This paper is mostly concerned with the introducid the issue of threats to the data for the
purposes of development and maintenance of insiiait digital repositories. Due to the
scope of the topic, the core of this paper comprifeseveral examples of vulnerabilities of
institutional repositories, which, needless to sa, identified by both their developers and
administrators. The aim is not only to show thedts but their solutions as well, even if the
100% security cannot be achieved. By referencesher resources this paper shall point out
to measures for the risk reduction. The purpos®tsto discuss the topic in more detail, as
the application of the solution will largely depeowl the particular system.

Few terms, that may seem too strong, such as \alliliéy or threat, are used in the text.
However, this is a professional terminology. It wasarly defined already in the book
Informaini bezpeénost (information securitfhy PoZar that | can strongly recommend to
everyone who is interested in the publications sanming the fundamentals of IT system
security. And now to the very definition of thertenology used:

"The Threat is a circumstance, occurrence, forc@ensons, the operation (activity) of which
may cause a damage, loss, loss of confidence oeadlan asset. (...)

The Risk is a probability, with which the valueaof asset will be destroyed or damaged by
the operation of a particular threat working agaiiise weakness of this value. (...)

The Attack, which we also call a security incideméans either an intentional use of the weak
spot, that making use of the weak spot to causeagefioss of IS assets, or unintentional
action result in the damage to the assets. (...)

The Vulnerability is a deficiency or a weak spoth# security system that can be used by the
threat resulting in the damage or loss of the as&et

Whether a new digital repository is built or a pgowsolution is used, it can never be said that
the system would be free from vulnerabilities. Bveystem security has sooner or later a
weak spot, even though in some cases only afteeralexenturies, as in the Vigener's

2POZAR, J. Informani bezpénost. Plza : AlesCergk, s.r.0., 2005, s. 309.
® Ibid, page 37-38.
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“unbreakable” code. Owing to the fact that ICT depenent and involvement of more and
more people who seek vulnerabilities we can mde@yi speak of hours, days or month at
maximum, during which the vulnerability is discoedr

In case of digital repositories the vulnerabilitesse mostly as errors during the analysis,
development or implementations of solutions and ltave form of both intentionally and
unintentionally created methods of use that wereint@nded by the sponsor. However,
because the repository is not only composed ofthnieal solution, but of documents and
users as well, the vulnerabilities can appear tidece. Therefore it is primarily necessary to
keep in mind the human element, which is seenaw#akest link of the security.

Despite the fact that the vulnerabilities cannotaveided, we cannot give up the benefits
resulting from ICT, as then we will have to resigrthe development of the institution, which
will render it insignificant. The security of digitinformation system has been dealt with
from the very beginning. The vulnerabilities arpidlly solved with institutions that cannot do
without such systems, which are particularly largeltinational corporations. These also
have enough funds to invest and seek solutiongshwdmie later made public in a certain level
of detail. Thanks to this, the solution can alsaubed by institution that cannot afford such
investments. Therefore if a state-of-the-art ségus maintained, the institution will be
protected against most of the attacks.

For the analysis of the information system securigk assessment is used, which is again
defined by Pozar as "a process of assessing tbatshworking againshe information system
with an aim to define the level of risk, to whid¢te tsystem is exposed. The purpose is to
establish whether the security measures in plaeesafficient to reduce the probability of the
occurrence of the damage to an acceptable IEv&isk management therefore takes into
account the probability of an attack and the eifeciess of the protection as often the
vulnerability is identified, but the costs to reneothe vulnerability would be higher than the
value of the asset at risk. Therefore when decigmnimplement countermeasures is
considered, the so called ALE (Annual Loss Expentarihat is the expected annual lost, is
calculated. The details can be found in publicaion management, risk management, or
information systems security, as the case may be.

Risk management is also an essential but not deselgment of the information audit - not
entirely unknown to those who follow the activitiethe NUSL project. The NUSL project
carried out the information audit in 2009 and 2Gk@ the experience and resultgre
published. NUSL is specific, but some vulneralgtiare common to other repositories as

* Ibid, page. 37.

> KARLACH, Petr. Repozitée $edé literatury. 1. vydani. Zlin: VeRBum, 20T0e NUSL audit using the
DRAMBORA tool, page 123-132. Available at WWW: qhiffnusl.techlib.cz/images/Book.pdf>. ISBN 978-80-
904273-5-8.

National repositury of grey literature [online]. D [cit. 2011-09-15]. Audit of the National repasi of grey
literature (NUSL) in NTK using the DRAMBORA tool: eBond audit in 2010. Available at WWW:
<http://nusl.techlib.cz/images/AUDIT_2010.pdf>.



Seminar on Providing Access to Grey Literature 20th year of the seminar focused on
storage and making the grey literature accessiBk, 10. 2011 [online]. Praha: National
Technical Library, 2011. Available at WWW: httpu#htechlib.cz/Sborniky. ISSN 1803-6015.

well. Other developers and administrators of digitepositories can make use of the
experience and advice of the NUSL project teanttfeir own audits.

2. CLASSIFICATION OF POSSIBLE APPROACHES CONCERNING THE TOPIC

The last general part of this paper constitutesridgb from the theoretical base to the
promised examples of vulnerabilities that will bdsscribe the whole topic and will help us
to picture the topic in practice. It mostly dealghathe factors that play a role when a
vulnerability of digital institutional repositoryrige or is abused. These are transparent in the
classification shown using the mental map in Fig.(Mulnerabilities of Institutional
Repositories).

Each weak spot and threat can be described fraerelit aspects. The form and way of how
the source is manifested in the attack are of atugiportance. With the help of classification
we can also take a look at the repository as a evlad identify the majority of
vulnerabilities. Its use thus involves risk asse=sm

To be more specific of what the mental map showsntividual parts with brief description
and their forms in real life and their impact or tbecurity will be presented. At the same
time, it will be indicated that the vulnerabilitie$ digital institutional repositories do not
somehow aggravate the weak spots of institutionabee if this system was not used these
would manifest in different forms.

When identifying the vulnerability, all types ofréats must be taken into account. The natural
threats such as floods have occurred repeatedbcent years. The solution might be namely
the appropriate back-up strategy more increasirggignected with the so called cloud
services. The physical threats are mostly conneetddtechnical devices that can, but does
not necessarily need to; put at risk data, progranasservices. Another example is a theft of
hardware. If an emphasis is placed on data, datk-lg@s can be used again, and physical
measures such as locks, security guards and soushbe used to secure the device. The
natural and physical threats can also affect thaittonal repositories where the security and
data back-ups in particular, are more complex. fHobnical and physical threats have one
thing in common, in both cases the data and devlwmmselves can be at risk. However in
vast majority in cases these are classic defetts.s€curity is the same as with the physical
threats. The last but most problematic type ofdatyeseems to be the human threats that can
either be intentional or unintentional. Again, thesn be oriented against data or hardware,
but also against administrators and users. Thewaaed security is no different from the
previous cases; however the data and human tgrgesésmore problems which relates to the
human inventiveness. Here we cannot simply merdimer method of protection, as all items
given in the area of security are of key importaraeel can take various forms.

If we stay with human threats, their source hasuaial role. It is also important for other
three types of threat, but from the security aspeddrings us down to the very level of
specific measures, e.g. when the back-up strateghasen. However, as it has been said
above, the human threats can take various formgreardfore the source can help to identify
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the system security. The crucial point is whether threat comes from outside or inside.
While the threats from the outside are practicallyays intentional aiming to gain benefit or
harm, the internal threats can be both intenti@mal unintentional. As the internal threats
come from those who must work with the repositdris harder to be protected, because it is
necessary to find the thin line that would stillable users to use the repository, however
without abusing it. The research shows that theathirom the inside comes more often than
from the outsid® The solution can be seen in the right settingoffware and hardware, with
which the data management is closely related. B dRternal environment practically
anybody can be a source of threat. Most of timeptetion springs to mind but it can also be
a former employee, an enemy to someone who is mege for given data or repository, or
even a person who just wants to test his/her @siltb attack. For protection, the same means
are used as in the event of an internal sourcanaganied with back-ups, physical security
and specialized security applications. No matteatwime source of threat, education of
repository users and their responsible conducheae major impact.

The form of an attack from the security aspeciatber a specific one, and a more detailed
description should be part of the introductionll 8tmight be appropriate to include it in the
mental map, as it allows us to show the varietgittdcks. Concerning the digital repositories,
suspension means that the repositories are notidnat, and this can easily be caused by
natural, physical or technical threat, but it clspde an attack through the Internet. A typical
example are the so called DoS (Denial of Servitt@rks when the repository is intentionally
overloaded with so many requests that the repgsitannot respond and the access is
suspended even for authorized users. These ats@ek®ost often targeted at programs and
services, or hardware. We do not need to go intchndetail as far as the wiretapping is
concerned, although it should be said that attawkBegally obtain information occur more
often than the attacks to harm the data, the anmmfunhich decreases, which is mostly given
by financial motivation with the alteration and audyglthe information to the data being the
two types of potential damage to the data.

The conflict with the law is mentioned because thie® minimum necessary security of
vulnerabilities can be established, as for almostrywne who builds an institutional
repository, the non-applicability of law is crucialhis and other papers in the NUSL
workshops have in much detail described the keytsspegarding the Copyright Act

® In the Czech environment, the following articlesntioned it:

ITC Security [online]. July 8, 2011 [quot. 2011-08}. Za kradezi a unikem citlivych informaci stogicastji
zantstnanci (Most of the time, the employees are resipte for information thefts and leaks). Availatde
WWW: <http://ictsecurity.cz/security-bezpenost/zadei-a-unikem-citlivych-informaci-stoji-nejastji-
zamstnanci.html>.

ITC Security [online]. February 3, 2011 [quot. 2609-15]. GFI Software: V roce 2011 vzrostou bezmstni
hrozby progtednictvim vyménnych panitovych médii (In 2011, security threats will increathrough
exchangeable storage media) Available at WWW: <ftittfsecurity.cz/security-bezpecnost/gfi-softwaresce-
2011-vzrostou-bezpecnostni-hrozby-prostrednictvimennych-pametovych-medii.html>.

Similar results are given in POZAR, J. Infornabezpeénost. Plzé : AlesCergk, s.r.0., 2005, s. 309. str. 60.

" The Czech Republic. The Act on copyright and eslaights acts and on change of some other acsy(@ht
Act), In Coll., the Czech Republic. 2000, 36, f5&-1685.
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Information, the protection of which is regulateg several laws, in particular the personal
datd that can be part of the user profiles or documéntepositories, and classifiedor
secret information, which can have a form of traderett’, were mentioned. In a way, the
documents violating copyrights or the protection tbé above mentioned information,
represent illegal content. However, such contenthave other forms, e.g. content promoting
racisnt?, depicting illegal forms of pornograptyand so on. Or, as the case may be, it can be
an inappropriate content, which is illegal and iad@ accessible to certain group of people,
e.g. pornography and childfénThe applicability of law then depends on the ahteristics

of the repository. In detail, this is dealt with thye book Pravo na internetu (LAW on the
Internet)**. The problem with inappropriate and illegal conteancerns mostly repositories
where documents can be stored by other users fst@ns administrators or by those who
study such documents as subject of science.

The last two parts of the map that is the targahefattack and security were reflected when
describing the previous aspects, therefore theyatreecessary to be dealt with anymore.

The security against intrusion in the repositomptigh identified vulnerabilities is easier than
the blind application of the security measures.aA®ol for seeking possible protection and
improvement the level of security that can playerfdr the liability by law (e.g. ensuring the
security of personal data), several documents \peepared. The following as of special
importance:

- 1SO standards:

- CSN ISO/IEC 27000 — Information Security Managem8gstem —Overview and
Vocabulary,

- CSN ISO/IEC 27001 - Information security managensgstems — Requirements,
- CSN ISO/IEC 27002 - Code of practice for informatgecurity management,

- CSN ISO/IEC 15408 — Criteria for IT security assessm

8 The . The Act No. 101/2000 Coll. on personal datection and on change of some other acts. Ih,Goé
Czech Republic. 2000, 32, p. 1521.

® The Czech Republic. The Act No. 412/2005 Collpootection of classified information and securiapacity.
In Coll,. , the Czech Republic. 2005, 143, p. 7526.

% The Czech Republic. The Act No. 513/1991 Coll. @Gmrcial Code. Coll., the Czech Republic. 1991,98,
2474.

' The Czech Republic. The Act No. 40/2009 Sb. Crithi@ode. Coll, the Czech Republic. 2009, 11, p..354
Section 355, Section 356, Section 403 and 404.

12 |bid, Section 191 and 192.
13 |bid, Section 191.

1 POLCAK, Radim. Pravo na internetu : spam a odfumost (Law on the Internet: spam and responsibility
ISP. 1. vydani. Brno : Computer Press, 2007. 168BN 978-80-251-1777-4.
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- CSN ISO/IEC TR 13335-1 — Guideline for IT securitpmagement, Concept and
models for IT security management,

- CSN ISO/IEC TR 13335-2 - Guideline for IT securityanagement, IT security
management and planning,

- CSN ISO/IEC TR 13335-3 - Guideline for IT securitpnagement, Techniques for
IT security management,

- CSN ISO/IEC TR 13335-4 - Guideline for IT securityanagement, Selection of
protective measures,

- ISO/IEC TR 13335-5 - Guidelines for the managenwnd Security, Management
guidance on network security

- Documents for the assessment of the system criggibil

- TCSEC - Trusted Computer System Evaluation Crite¢hi@ so called Orange Book:
an old document but serves as a basis for a naveer o

- ITSEC - Information Technology Security EvaluatiGniteria: followed by ITSEM
evaluation manual

- CTCPEC - Canadian Trusted Computer Product Evalu&triteria

From the practical point of view, the methodologaesl software solutions, such as CRAMM
and Cobra are more beneficial. In the field of mfmries, the DRAMBORA tool, which was
used for the above mentioned NUSL audit, must betioreed. However, as opposed to
NUSL, the institution should limit the publicatiaf results, because by doing so it gives out
its weak spots and thus points out to vulnerabditi

By saying so, we can sum up the part that introduttee vulnerabilities from several
viewpoints and sources, the aim of which is to hiegdevelopers of information systems and
people who are responsible for them to ensurettigasystem is secure enough for the needs
and options.

3. EXAMPLES OF THREATS, VULNERABILITIES AND PROTECTIVE
MEASURES

In order to describe various vulnerabilities anditlsecurity in more detail, the examples of
the three most frequent types of security issuesaming the repositories are given. It is the
violation of secrecy, integrity and availability.
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3.1 VIOLATION OF SECRECY

When secrecy is violated the information is disetbto someone who should not have access
to it. A typical example is a theft of data for gostition purposes. For more detailed
description, it is appropriate to use the aspedatrgin the above mentioned mental map.

It is @ human threat, which can be intentionaéd Hirectly or unintentional if led through the
unaware user of the repository. At the same time,so called social engineering is used,
which increasingly accompanies various attackss Theans that attacker persuades the
victim to do something what will bring the attackiee benefit and then the attacker harms the
victim. By using social engineering the secrecy niey compromised even without the
knowledge of the abused user or any other persipait from that the attack can be led
using coercion, in particular in competition enwinoent in a form of corruption, blackmailing
and so on. When led directly or through intermedsrthe attack can occur also in physical
environment, for instance through a break-in, angidCT or the Internet where it is not
difficult and find the co called spyware.

It follows from the above that the primary sourdgarget is competition, but the last link,
which abuses the vulnerability, may be a competattacker or user or administrator of the
repository. Both forms, being the wiretapping, #adyet, being the data of the attack, are also
clear. From the conflict of law perspective, thepretary information that can be part of the
stolen data, may come to mind.

- When securing the system, the data administraticm form of a secured access is of key
importance. In particular, this means authenticatlaat is verification whether the user is
the one who he declares to be and authorisatioithwheans determination of the right to
access to specific data or services. At the same,tit may be appropriate for larger
repositories to limit the access also to the augkdrusers so that they could access only
data on the need-to-know basis. Security applinatiprotecting against all kinds of
mallware and firewall securing the data streamsnare advanced instruments, which may
however be problematic due to their high price, &as® a must. The theft of data might
also occur in the physical environment; thereftwe dountermeasures include the physical
security. As with other threat, for this threat #ducation and responsible conduct off the
users is crucial as only such conduct can protecusers against some social engineering
techniques.

The problem of data theft is not limited to digitapositories, even if the risks are higher with
them. The same threat may be caused by the dati@grmr recorded on media (CD, flash
disk and so on). Therefore these possibilities nalsb be taken into account and it is
necessary to inform the user of vulnerabilitiedoth traditional and digital repositories and
of procedures of how to respond to them. This shda part of the so called information
policy, which should be in place in every instituti
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3.2VIOLATION OF INTEGRITY

- When integrity is violated, value is altered or eddo the database, which defines both the
form of an attack and its target that is againdh&é. The problem is that the user will
access improper data and while using them the sg#ers harm. As a result, the
administrator of the repository is harmed as hedagedibility. The administrator may be
at risk either directly if integrity is violated iway that is provided for by the law. Then
basically any conflict with law, especially concegn copyrights, proprietary information,
or inappropriate and illegal content, may occur.

- When integrity is violated, it is again a humanettdrthat can be intentional if it aims to
harm the user of the repository administrator ointemtional if there is only a failure
without the intention to harm. The unintentionaketit comes from the inside, the
intentional from anywhere.

- As far as security is concerned, back-ups mightahgroper solution that can help to
recover the proper data, unless integrity violahas been identified. The physical security
can prevent the attacks from physical environmenparticular it is appropriate to make
the data accessible only from a certain point. Ofeeurity methods given above are of
key importance to prevent the violation of integritetrospectively there is not much they
can solve.

3.3 VIOLATION OF AVAILABILITY

- The last type that should be dealt with in moreaitles a violation of availability, the
classic example of which are the DoS attacks desdrabove. They mostly take form of
suspension while it targets the programs and ssvilt is almost entirely the intentional
human threat with its source being the competitibattacker and therefore it comes from
the outside. The protection is not an easy onepaoer setting of hardware and software
and some security applications might help. Howetrere are often cases when the target
of such attack is helpless and can only wait uhélattack stops.

4. SUMMARY

The basic vulnerabilities of digital institutionaépositories were introduced. Using the
examples from real life the topic was describethore detail and put into context of the day-
to-day life of administrators and users of insitdoal repositories. This topic is seldom dealt
with in the professional literature, which mostlgsdribes the vulnerabilities more generally
focusing on the information systems of all kindsatiNally, some attention should also be
paid to a specific field of institutional reposies, namely due to their growing importance
and number.
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The paper outlined the risk that may occur in catina with institutional repositories and
pointed out to their possible limitations. Someidgation was also made to the fact that in
spite of the vulnerabilities that institutional ostories may have, even though these cannot
be entirely eliminated, the traditional repositeribave the same or other weak spots.
Therefore not introducing the digital repositorisnot a solution to support and protect the
institution, but on the contrary, making use ofnthehile respecting the potential threats and
taking such countermeasures that might be apptepgan answer.
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