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Abstract

Any institution that decides to operate a publipasgtory has to assess its legal liability for
content of the repository, regardless whether sctient was created by the institution itself
or third parties, such as repository's users. ahisle will describe the main questions that
have to be solved before one starts operating bcpglpository. Special attention will be paid
to legal liability of public repositories that cairt grey literature.
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. MAIN CATEGORIESOF LIABILITY AND LIABLE SUBJECTS

The potential liability of an repository's operattan be divided into three main categories:
civil liability, criminal liability and liability towards public authorities (administrative
liability)*. The civil liability is a potential responsibilittowards other person (natural ot
artificial) whose rights have been breached. Adgpsanction under most jurisdictions would
be payment of damages. The civil liability wouldtgpically enforced by a civil legal action
(complaint) in a lawsuit at a civil court or arlation. The lawsuit can be initiated only by a
party whose rights have been breached, hence plositery cannot be held liable in a civil
proceedings if nobody complafs

The criminal liability is enforced through combineadtions of Police, public attorneys and
judiciary. The criminal procedures are traditiopdétd against individuals, however there is
an increasing trend to prosecute corporations ds Wee criminal proceeding can be even
initiated without any formal complaint. The potahtsanctions range from financial fees to

1. The term "Administrative liability" can be coming, because is sometimes used to
describe the civil liability of the Administrativieody itself. However for the purpose
of this paper, we will use and understand the te&Amministrative liability" as a
liability of the repository's operator towardrs Aihistrative bodies and public
authorities.

2 The legal principle NEMO IUDEX SINE ACTORE i.e.hen there is no
complainant there is no judge, is a legal princighlat is applied in all democratic
jurisdictions.
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imprisonment and include bans on specific actisised suspensions from receiving public
funds.

The administrative liability arises when the repmsf's operator violates other than criminal
legal regulations, such as data protection act pedition rules, work safety etc. Even though
the administrative liability may appear to be treadt serious of the three mentioned
categories, the financial fees may be quite sigaifi.

The liability for the illegal content in a reposiyocan be borne by the corporation that
operates the repository, its eployees or thirdypanbst typically the user of a repository. The
corporation may be held liable in all kinds of pgding, whereas employees' libility would be
usually limited by provisions of employment law.e€lTbsers of the repository could be held
liable in case they are allowed to generate/uptbadt own content.

2. CIVIL LIABILITY

As was already mentioned, the civil liability icansequence for breaching somebody else's
right. When speaking about online repositoriessiquite probable, that at certain point,
somebody will raise claim against the repository fmlation of his copyright rights. The
repository operator will be liable for a violatiof copyright, if such content was uploaded by
his employee or subcontractor. The repository dperaay seek remedy for any damages he
would have to pay, however the liability of the dayge is limited to an amount that is
usually significantly lower, than damages. Theilipbof subcontractor for any damages he
may cause to the repository by uploading infringmaterial is not limited unless specified
otherwise in a contract.

The violation of copyright is however not the otdgal risk, that has to be taken into account
by the operator of the online repository of gragriture. The other two major issues that
have to be considered carefully are possible vaoladf trade secrets and possible violation of
privacy rights. Grey literature that contains besstrelated data, economic reports or
technical documentation can contain informatiort tiees a legal nature of a trade secret. It is
however important to note, that the repository aurm by confidentiality towards third
parties only if the information was disclosed undlee condition, that he will keep such
information confidential. It is not likely, thatloér documents, that can be qualified as a trade
secret would appear in a public repository. Such pubiaatvould probably mean the end of
the legal protection of such information underaé secret clause. The repository would be
liable only in case, that he displayed such infdaromaby mistake (negligence) or with

3i.e. Art. 15 of the Czech act no. 418/2011 Goh. criminal liability of corporations.
For further reference see - JELINEK, tiJi HERCZOG, Ji, Zakon o trestni
odpowdnosti pravnickych osob : komeita judikaturou -- 2. aktualiz. argprac.
vyd.. -- Praha : Leges, 2013. -- 256 s.

4 i.e. Trade secret as defined under the Art. 1thefCzech Commercial code - Law
no. 513/1991 Coll. For further reference see SMEIKWadimir, Nekala soé# na
internetu, Pravni radce, Economia 2/2002, str. 11
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intention to harm the interest of an individual manation. These situations will not arise
frequently, however the repository operator shobdéd aware of a potential liability for
unintentional disclosure of a trade secret and lshdwain and instruct its employees
accordingly.

The third type of civil liability that has to be msidered is the liability for the violation of
privacy and personal rights. Every individual hasigit for protection of his private and
family life and correspondenteUnder majority of European jurisdictions, the teation of
privacy covers also protection of someone's appearand actions, that would regulate
photographs, voice recordings and video footagé waity individual person. The protection
of personality on the other hand protects reputagiod dignity of an individual. The right for
privacy is nowadays interpreted very extensively tne situation, where an individual would
consider a certain information published in repwgitas damaging to his privacy is quite
likely. It has to be noted, that even the inforraatwhich is truthful can be damaging to
someone's personality or privacy. Therefore, anytyethat operates a digital repository
should have at least a basic understanding ofdheepts of privacy and personality.

3. CRIMINAL AND ADMINISTRATIVE LIABILITY

It is not very likely that criminal law will be ofiuge concern to any repositories of grey
literature. It is however very important to rememitieat criminal law has provisions to
protect intellectual property, trade secrets andsguality rights, which can be classified
either as crimésor offence& The liability for these crimes will most likelyegt on an
individuals, who made particular content availadnhel not on the institution that operates the
repository. Serious violations can however afféde institution as well, which can be
prohibited from operating the repository for a sfieperiod of time.

Regarding the administrative liability, the reposgs should be aware mainly of the liability
for the possible data protection breaéhd@he data protection is closely related to privacy
rights and personal rights it is not however thmedegal concept. Whereas privacy and
personality are a concept of civil law, the datatgetion is the set of formal and
administrative duties of the person who administées data. This person is called either
‘controller’ or ‘processor’, who is a controllstcontractor. The personal data is a very broad

5 The most general definition can be fund in the A8 of the Universal declaraion of
human rights, which reads: No one shall be sulgeitarbitrary interference with his
privacy, family, home or correspondence, nor tcackis upon his honour and
reputation. Everyone has the right to the protectmf the law against such
interference or attacks.

6 E.g. Articles, 248 or 270 of the Czech Copyrighde

7 Such as e.g. Art. 49 of the200/1990 Sb Act oarafés (prestupkovy zakon)

8 For further reference see KBROVA, Alena. Zakon o ochrénosobnich Gdaj
komentd. Vyd. 1. Praha: C.H. Beck, 2012, xvii, 516 s. ISEBN88071792260,
MATOUSOVA, Miroslava a Ladislav HEJLIK. Osobni Gdaa jejich ochrana. 2.,
dopl. a aktualiz. vyd. Praha: ASPI, 2008, xi, 4588N 9788073573225.
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and general term. The European directive on petsteta defines personallata as any
information relating to an identified or identifisb natural person (‘data subject’); an
identifiable person is one who can be identifiedeatly or indirectly, in particular by
reference to an identification number or to onemore factors specific to his physical,
physiological, mental, economic, cultural or sodigntity'®:.

The processing of personal data is not forbiddearby regulation or law on data protection.
These laws and regulations merely describe theofsebnditions that have to be met and
duties that have to be fulfilled by the controlemnd processor of the personal data. Non-
compliance with these regulations will result ifirancial sanction for the institution that

operates the repository.

4. LIABILITY FOR USER GENERATED CONTENT

Digital repositories that enable third-party uplsadr that allow users to generate their own
on-line content need to be aware, that such combégitt be infringing. In order to protect
itself from any consequences of the users' misattnthie operator of such repository should
make use of the legal instrument of so called @éstind-action procedures' or 'safe heavens'.
Under the European secondary legisldtighe digital repository which is open for uploass i
considered as a 'Hosting serviteUnder the Art. 14 of the directive, the providstrthe
hosting service is not liable for a user generateatent if (a) the provider does not have
actual knowledge of illegal activity or informati@md, as regards claims for damages, is not
aware of facts or circumstances from which thegdleactivity or information is apparent; or
(b) the provider, upon obtaining such knowledgewareness, acts expeditiously to remove
or to disable access to the informatidn. other words, the provider is not liable for the
uploaded content up to the very moment he is madarea by the second party. It is
recommended that the repository itself containgexific tool to notify the infringing content
or at least a contact address where the infringamgent can be report&d

5. CONCLUDING REMARKS

9 Directive 95/46/EC of the European Parliament ahthe Council of 24 October
1995 on the protection of individuals with regaadthe processing of personal data
and on the free movement of such data OfficiahdaluL 281 , 23/11/1995 P. 0031 -
0050

10 ibid. Article 2

11 Namely the Directive 2000/31/EC of the EuropPanliament and of the Council
of 8 June 2000 on certain legal aspects of infaonasociety services, in particular
electronic commerce, in the Internal Market (Dineeton electronic commerce)

12 Art. 14 of the directive on electronic commerce

13 For further reference see -ROAK, Radim. Pravo na internetu - spam a
odpowdnost ISP. Brno: Computer Press, 2007. 150 s. Ppavalenni praxi. ISBN
978-80-251-1777-4.



Seminar on Providing Access to Grey Literature 2003 6th year of the seminar focused
on storage and providing access to the grey literat 23th October 2013 [online]. Praha:

National Library of Technology, 2013. Available WWW: http://nusl.techlib.cz/Sborniky.
ISSN 1803-6015.

Even though the operation of a digital reposit@yfrequently non-commercial, pro-bono
activity, it contains several legal risks for itopider that can be rather easily managed, but
should not be underestimated. The operator of iffigatrepository should invest resources to
train its employees in the basic aspects of privaieg copyright law or risk not only the
financial fees, but also sanctions that would foleen to close the service of digital
repository.
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